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ABSTRACT: The rapid proliferation of Internet of Things (IoT) devices has led to an exponential increase in network
traffic and complexity, making 10T networks highly susceptible to cyberattacks. Traditional security mechanisms fall
short in identifying novel or subtle threats. Machine Learning (ML) techniques offer a powerful approach to detect
anomalies in 10T network behavior by learning patterns from data.

This paper presents a comprehensive analysis of ML-based methods for anomaly detection in loT networks. It
discusses supervised, unsupervised, and hybrid approaches and evaluates their effectiveness on real-world datasets. The
proposed ML framework demonstrates high accuracy in identifying various types of attacks, including DDoS, data
injection, and spoofing, thereby enhancing the security of 10T environments.
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I. INTRODUCTION

The Internet of Things (1oT) has become a cornerstone of modern smart environments, enabling seamless
communication between billions of interconnected devices. Despite the advantages, 10T networks are vulnerable due to
their distributed nature, limited computational resources, and often weak security configurations.

Anomalies in network behavior—often indicators of cyberattacks—must be detected promptly to ensure system
integrity. Traditional rule-based Intrusion Detection Systems (IDS) are ineffective against unknown threats. Machine
Learning (ML) offers a data-driven alternative by learning normal behavior patterns and flagging deviations. This paper
explores how ML techniques can be applied for effective anomaly detection in 10T networks and proposes a structured
framework for implementation.

Il. LITERATURE REVIEW

Prior research highlights the application of ML in network anomaly detection. Meidan et al. (2018) introduced a device
behavior fingerprinting model using supervised learning. Nguyen et al. (2019) employed deep learning for traffic
anomaly detection in smart homes. However, challenges such as high false positives and lack of real-time
responsiveness remain.

Author Method Dataset  Accuracy Notes
Meidan et al. (2018) k-NN l0T-23 94.7%  Device profiling
Nguyen et al. (2019) LSTM UNSW-NB15 92.5%  Deep learning-based
Doshi et al. (2018) Decision Tree Custom 96.2%  Efficient on small devices
Ferrag et al. (2020) SVM Bot-loT 90.4%  High FPR observed

These studies indicate ML's potential in detecting anomalies, but also emphasize the importance of model tuning and
dataset quality.
I11. METHODOLOGY

The proposed methodology focuses on detecting anomalies in 10T networks using supervised and unsupervised ML
models.

a. Data Collection
e Datasets used: Bot-1oT, UNSW-NB15, and 10T-23.
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e  Features include: packet size, duration, protocol, source/destination IPs, bytes in/out.

b. Preprocessing
e Handling missing values and normalization.
e  Feature selection using mutual information and correlation matrices.

c. Model Training
e Supervised Models: Random Forest, SVM, Decision Tree.
e Unsupervised Models: Isolation Forest, Autoencoders, K-Means.

d. Model Evaluation
e Metrics: Accuracy, Precision, Recall, F1-score, ROC-AUC.
e Cross-validation used to avoid overfitting.

e. Deployment
e Models are deployed on lightweight edge devices or cloud gateways for real-time detection.

FIGURE 1: Anomaly Detection Framework for 10T Networks
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IV. PROPOSED ANOMALY DETECTION FRAMEWORK FOR IOT NETWORKS

[J Objective:

To detect abnormal behaviors and security threats (e.g., DoS attacks, spoofing, unauthorized access) in 10T networks
using a hybrid ML-based anomaly detection architecture that operates in real-time.

[0 Key Architectural Components

1. Data Collection Layer

e Sources:
o loT device logs
o Network traffic (e.g., NetFlow, MQTT packets)
o Sensor readings
o Operating system logs (if available)

e Protocols Supported:
o MQTT, CoAP, HTTP/HTTPS, ZigBee, BLE

e Tools:
o Lightweight agents on devices
o Network sniffers (e.g., Wireshark, tcpdump)
o Cloud/edge-based log collectors (e.g., Fluentd, Telegraf)

2. Preprocessing and Feature Extraction Layer
e Tasks:
o Noise removal and data cleaning
o Feature extraction from packet headers or payloads
o Temporal aggregation and normalization
o Session-based behavior modelling

e Typical Features:
o Packet size, inter-arrival time, protocol type
o Connection duration, ports used
o Message frequency and entropy

o Python (pandas, NumPy, scikit-learn)
o Kafka or Apache NiFi for streaming preprocessing

3. Anomaly Detection Engine
e Detection Methods:
o Statistical Approaches:
= Z-score, PCA, ARIMA
o Unsupervised ML.:
= |solation Forest, One-Class SVM, DBSCAN
o Deep Learning:
= Autoencoders for reconstruction error
= LSTM networks for time-series anomaly detection
»  Variational Autoencoders (VAES)
e Hybrid Detection:
o Combine statistical thresholds with ML for higher accuracy
o Ensemble models to reduce false positives
e  Model Deployment:
o Edge-level lightweight models for fast response
o Cloud-level models for in-depth analysis
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4. Alert & Response Layer

e Actions:
o Raise alerts in dashboard/SIEM (e.qg., Splunk, ELK)
o Block traffic or isolate device (via SDN or firewall rules)
o Notify administrators (email, SMS)
e Response Types:
o Passive: Logging, reporting
o Active: Quarantine, auto-patching, re-authentication trigger
@)

5. Learning & Feedback Layer

e  Purpose:

o Improve models over time with labeled anomalies

o Online learning from streaming data

o Human-in-the-loop to verify or label flagged events
e Techniques:

o Active learning

o Reinforcement learning for adaptive models

o Federated learning for decentralized 10T networks

& Deployment Scenarios

[0 Edge-Based Detection
e Lightweight models for constrained devices (e.g., Raspberry Pi, Arduino)
e  Fast but limited in complexity

[ Fog/Cloud-Based Detection
e Offloads heavy computation to cloud or fog nodes
e  Supports complex models, batch processing, historical data

[J Metrics for Evaluation

Detection Rate (True Positive Rate)
False Positive Rate

F1-Score and Precision

Latency (time to detect)

Resource Utilization (memory, CPU)

V. CONCLUSION

Anomaly detection in 10T networks is vital for protecting sensitive systems from evolving cyber threats. This paper has
shown how machine learning techniques, both supervised and unsupervised, can provide accurate and scalable
solutions for detecting anomalies. While models like Random Forest and Autoencoders exhibit strong performance,
real-time detection and minimizing false positives remain challenges. Future work will explore federated learning and
online learning to further enhance the adaptability of ML models in dynamic IoT environments.
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